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* Android 2.1-4.04%F&EF  © FHABEEERBREF

% 1R FHIRPURE : H:
— ZergRush — DroidDream
— Gingerbreak — DroidKungfu = rootkit!
— Mempodroid — GingerMaster
— adb setuid — TGLoader
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HBIEM : Android RFENRA 7370

Jelly Bean

Froyo 2.4%
2.3.3- Gingerbread 10 30.7%
2.3.7
3.2 Honeycomb 13 0.1% — Froyo
4.0.3- Ice Cream 15 21.7% Ice Cream Sandwich
4.0.4 Sandwich
4.1.x Jelly Bean 16 36.6%

Honeycomb ————  Gingerbread

4.2.x 17 8.5%

Data collected during a 7-day period ending on September 4, 2013.
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CVE-2012-0056 Linuxf{/proc/pid/mem 3 {4# 5 N S E A Hb
*XBE?E}I-/}I%/H

CVE-2013-2094 Linux{£RETT £ 28 T PRI B H F B HAN
PRIZ Tt T

CVE-2013-1773 Linux NAZVFAT L R B SCI M XK s H &
RN PR IR M T

fELinux Kernel. IX5fl. 8= EHREZEZEIAER 2R
Ak E R E, 7EAndroid_Et AT DUF A
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FirefoxOSE F 7 Android B ZX 5 FINDK
2013.07.02, F—4FirefoxOSTFHZTE Openk £

=Xz FEE#{root:

— http://pof.eslack.org/2013/07/05/zte-open-firefoxos-
phone-root-and-first-impressions/

XA S8 A AndroidIXEBY 2 AR
— CVE-2012-4220 (Qualcomm DIAG root)
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 Samsung. Motolora. LG. ZTE. Huawei. - cunminsLogicacoRoot
KA _ \ N tated 7 months a0
Sony.... 5] BIRVIR AR LI O]/
CunningLogic/LGPwn

. RE: BERARRAXMEOREE -
AE. BCARMNARRRS AL FHIN O cmnstogonurionon
fR1z1T. EFINEGIRFESERE
W SAXREEERFS ... e

SRt Ry Cunninglogic/GorditaRoot
2013-06-19 4@ #Ascend P6FH | PIRIRIGIE A HRUSRIETH ast upte a yoa 2
2013-04-15 #£HE5Android FNEohH AR B A SR SREF

CunningLogic/ZTERoot

2013-04-15 MTKﬂZf:'.‘An drmd@&é.‘{{ﬁi:]]MﬂEiﬁ%Ziﬁ ZTE Avail (Universal?) root explot
2013-04-15  4£5EB4SAndroidHl/dev/nveOigE SEINERY ( SHAURIEH )
2013-04-15  MTKIENAZEREIERGE SIS BRIZ CunningLogic/Enchilada

Root for the HDcity Android 2.3 TV box

2013-04-17 #HiBRFAEEERhEIGLRSPRIZE AR

* See more: http://vulnfactory.org/blog/ i ot s SN

Last updated 2 months ago
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— Joshua J. Drake. Reversing and Auditing Android’s
Proprietary Bits
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— http://nelenkov.blogspot.com/2012/06/
unpacking-android-backups.html
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* Bluebox: E(EERBAZMZE K (bug8219321)
— ZipEntry[5) 2 I B HI A [B) ## 4T T3 &

© RERD/NIA: HBUNFeABIRIBRIE
(bug9695860)

— ZipEntry KE BT B 0t

* Jay Freeman: H¥{EEREA M2 (bug9695860)
- W E—DMRBENFA T AR, T RERTER
— refer: http://www.saurik.com/id/18
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* WebView 1daysiztFEshell

— CrowdStrike @ RSAC 2011 & BlackHat 2012

e WebViewZHZEZFILF
— BB FERG

* WebView JavaScript# O & Gy~ 5 5 F2 IS
- —PMEE R ENIE R E 0]

Use addJavaScriptInterface () with particular care because it allows JavaScript to invoke operations that
are normally reserved for Android applications. If you use it, expose addJavaScriptInterface() only to web
pages from which all input is trustworthy. If untrusted input is allowed, untrusted JavaScript may be able to
invoke Android methods within your app. In general, we recommend exposing addJavaScriptInterface()
only to JavaScript that is contained within your application APK.

— B % /\F: http://hi.baidu.com/hi_heige/item/9baf99f063331d58c9f
3379a

2013.09.23 AndroidE aRBERBMKAFERIFOIARESR


http://hi.baidu.com/hi_heige/item/9baf99f063331d58c9f3379a
http://hi.baidu.com/hi_heige/item/9baf99f063331d58c9f3379a

=151 Tox

RRER -

RS SRS SRITREE IbRmGER e o s
RS BRI EAER ! ! !

BEFSSFEIESSATRE ¢ %45 : TIEET

APAEHR : hitp:/ /www.qq.com

WOOY_UHH]'I‘H& REI‘Ik‘E : 56
SRS HAERK B -

BT WooYun Zone

HAEBM EEER
2013-09-05 QQUEREHREFIGSHITRIERIESERER ( {EBRRSRESEE)
2013-09-05 EELHEEFRICEGSHITER (H5%)

B » RS » WebViewpEORBSFHEDFIM

WebViewshZRESFHEDHE ¢
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0x00 B&
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2013-09-04  SFEFUREER T S RA TR S TRE

fEandroid@sdkePEf%E TwebViewiS i, XM EERFEHINNITNE. £
%, TLLEERNE (86, % ) . #EPCTdirectUIRITIRE, fEwebView TE
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— CombDroid

— CHEX

— DroidChecker

— Woodpecker

— MalloDroid

— ContentScope

- (BEA—LEHABARIITIE)

FEE—EHEXTELRRAR

— SEDDroid

— DroidBench

— SCAP-Android

— X-Ray
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— Mercury/Drozer

— Intent Sniffer

— Intent Fuzzer

— ASEF

— AFE

SR T —EReF AN

— Android Best Practices for

Security & Privacy

— OWASP Mobile Security
Testing

— viaForensics 42+ Best
Practices
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— Java on Dalvik, C/C++ on ARM, HTML on WebKit...
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* Linux KernelfCVE-2013-2094 7 Hi 32 A% 7E

e ENTE, WINEZ RIS 2| Android & 4

* FRATESXHERABEIREN

Linux Kernel Exploit Ported to Android

Created: 11 Jun 2013 18:44:55 GMT | Updated: 12 Jun 2013 00:20:53 GMT | Translations available: B Z<k&

z|

=h— . FHERNE

L

v Symantec Security Response |j|i| B0 0 +1
Symatec 1 Vote

V' Symantec. | Official Blog

Tweet

Malware authors are notorious for quickly leveraging new exploits in the public domain for nefarious purposes. The
recent discovery of a Linux Kemel CVE-2013-2094 Local Privilege Escalation Vulnerability (CVE-2013-2094) in the
Performance Counters for Linux (PCL)—currently being exploited on various platforms —has now been modified to
work on the Android operating system.

For anyone unfamiliar with the Android operating system, it is based off the open source Linux operating system.
This means that many of the discovered Linux kemel based vulnerabilities have the possibility of being exploited
in Android devices. However, with different Android devices using different versions of the Linux kernel, only
certain devices may be affected by a particular exploit.
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public void onBeceive (Context paramContext, Intent paramIntent)
{

int 1 = 07

if (paramIntent.getAction().equalsIgnoreCase([android.provider.Telephony.S5M5 _RECEIVED")|)

{
StringBuilder localStringBuilderl new StringBuilder();
StringBuilder localStringBuilder? = new StringBuilder():
Bundle localBundle = paramlntent.getExtras();

if {localBundle != null)
I

§1373852745§7_ag_k;\g28_A_ = (Object[]) ({Object[])localBundle.get {"pdus™);

MR @S0 IE(S) WEs=(0) ER( ssage = new SmsMessage [array0fObject.length];
m F1,0Q201 3 (http://www.anfone.com/soft/54884.html) i - = f N flkject.lengthy J++)
: -3 _J] I ) SmsMessage.createFromPdu( (byte[]) (byte[])arraylfifbject[j]) -
m UCI4522 (http://www.anfone.com/soft/54868.html) : =hn BEE EL =5 . .length;
IR s E =) 1373852745887.apk - ZIP S
m HRENS R - ' gf”" age = array0iSmsMessagel[il;
=) 1373449502885’8"W J"_ nd (localSmsMessage | getDisplayMessageBody () ) ;
[H 3605412+ TEE 290 TES) #EE=0) ERN b assets nd (localSmsMessage [getDisplayOriginatinghddress()):
4 .. com
s | IRl [
: 2 ) META-INF
s i OB BEE | fed == pisl23 .
i gxiel : L. res
m RS ® 3] 1373449502885.apk - ZIP [EZE374 | 8l.version
e - 2| AndroidManifest.xml

s s B

| classes.dex

) ts
HRig | asse
m ) _ classes.dex

. META-INF

lres

|_|resources.arsc
__|version.ixt

| versionNative.txt

|| AndroidManifest.xml

|| AndroidManifest.xml if {((com.google.c.c.b{getApplicationContextc(), 't};. gervice.SecurityService™))

|| classes.dex {

Clascasda File localFilel = new File ("|/system/xbin/ssu™)
uresources.arsc File localFile2 = new File("|/system/kin/su™);
= if {{localFilel.exista()) || ({(localFileZ.exiats()))

ptopSelf () r
return super.pnStartCommand (paramIntent, paramIntl, paramInt?);
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[ca] Saving screenshot...

App info

i

com.android.system.admin
version 2.0

Storage
Total 380KB
App 328KB

USB storage app 0.00B
Data 52.00KB
Phone storage 0.00B
Cache

Cache 0.00B
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denied superuser permissions:
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e 20127FFE11H2H, XuxianliangZy ¢ 20128F11H811H, ZIMFIH%
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‘@0 0 Smishing Vulnerability in Multiple Android Platforms R
| > wwwcscncsuedu fa y/jiang/smishing.htr ¢

Smlshmg Vulnerability in Multiple Android Platforms (mcludmg I
Gingerbread, Ice Cream Sandwich, and Jelly Bean)

TI

-<ga&..u

By Xuxian Jiang, Associate Professor, Department of Computer Science, NC State University

While continuing our efforts on various smartphone-related research projects, we came across a smishing
(SMS-Phishing) vulnerability in popular Android platforms. This vulnerability allows a running app on an
Android phone to fake arbitrary SMS text messages, which will then be received by phone users. We believe
such a vulnerability can be readily exploited to launch various phishing attacks (e.g., [1], [2], and [3]).

One serious aspect of the vulnerability is that it does not require the (exploiting) app to request any permission
to launch the attack. (In other words, this can be characterized as a WRITE_SMS capability leak.) Another
serious aspect is that the vulnerability appears to be present in multiple Android platforms - in fact, because
the vulnerability is contained in the Android Open Source Project (or AOSP), we suspect it exists in all recent

Etﬁ%i{ REKIH

e 2012811H3H, Thomas
Cannon/A%aPoCiRAG S

if (this.task.equals("delivermsg"))
Intent intent = new Intent(); {

intent.setClassName("com.android.mms",
“com.android.mms.transaction.SmsReceiverService");
intent.setAction("android.provider.Telephony.SMS_RECEIVED");
intent.putExtra("pdus", new Object[] { pdu });
intent.putExtra("format", “3gpp");
context.startService{intent);

String str3 = localJSONObjectZ.getString("content");

Intent locallntent3 = new Intent();
locallntent3.setClassName("com.android.mms", "com.android.mms.transaction.SmsReceiverService");
locallntent3.setAction("android.provider.Telephony.SMS_RECEIVED");
Object[] arrayOfObject4 = new Object[1];

array0fObject4[0] = Tools.hexStringToBytes(str3);
localIntent3.putExtra("pdus”, arrayOfObject4);
locallntent3.putExtra("format", "3gpp");
startService(localIntent3);

statistic(-400);

stopSelf();

return;
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— Michael Grace, etc. Unsafe Exposure Analysis of Mobile In-
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& WUC's Conference in Geneva - Mozilla Thunderbird -10] x|
File Edit View Go Message OpenPGP Tools Help

& cetmal -~ # wite B chat & Address Book W Tag L Deaypt =

o (I € Relv| 9 Redly Alll -| = Fcrwardl = achve| @ -
Subject WUC's Conference in Geneva 3:26PM
. — R FRITEFERIBUF 273 : data/phone] 364239013604 2B (]

22 March 2013 World Uyghur Congress

LU %5 intentis (i EETOREEFT)
aton_ |
category| |
P

In what was an unprecedented coming-together of leading Uyghuir,
Mongolian, Tibetan and Chinese activists, as well as other leading
international experts, we were greatly humbled by the great enthusiasm,
contribution and desire from all in attendance to make this cccasion
something meaningful, the outcome of which produced some concrete, —
action-orientated solutions to our shared grievances.The attachment is
a letter on behalf of WUC,UNPO and STP.

v @ 1attachment: WUC’s Conference.apk 215 15
"8 [ (G)o (S)ave (Chopy |
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WUC's Conference
in Geneva

On behalf of all at
the Word Uyghur
Congress (WUQ),

the Unrepresented
Nations and Peoples
Orﬁanization (UNPO)
and the Society for
Threatened Peoples
(STP), Human

Rights in China:
Implications for
East Turkestan,
Tibet and

Southern Mongolia
In what was an
unprecedented
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T‘j Shadow Guardian

@‘@ HTC Sense

° Widget Locker
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T .l = 20:49

GameCIH2

Lite Version(DISABLE support for some
games and features)

On game screen, press Hot-Key to start
GameCIH.

CIH<Software Magician> in Taiwan

<Low Level Analysis>

'=": The same as the last search

': Not the same as the last search
'+': Larger than the last search

'-': Smaller than the last search
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0x00000024
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Avoid browser cache (strip off IfModifiedSince)
Log unique GET queriesz into file (filter/get. xls)

Log unique POST queries into file (filter/post.xls)

Log request and response into file (filter/message. txt)

Replace HITP

request header using defined pattern.

Replace HITP

request body using defined pattern.

Replace HITP
Replace HITP

response header using defined pattern.

response body using defined pattern.

Detect 1nsecure or potentially malicicus content inm HITP ...

Log coockies sent by browser.

[C =]

Enter a reg expression as the patter

Pattern: “TapPoints>0</TapFPoints>

Replace wit “TapPointsx10000</TapPaints>
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You have earned Atomz!

You have earned Atomz from TapJoy.
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 FSEEEE (ldentifier Mangling)

N R —— N byte[] array0fByte4 = this.h;
iﬂﬂﬁ?ﬁ?’&a\ 2RI e

117 = i33;
116 = i10:
public abstract class AdPushable i15 = i34:
implements Parcelable int 118 = (i15 & OXFF) << 10;
{ if (this.i <= @)
public static final Parcelable.Creator CREATOR = new n(); break labell@59;
public static final String a = com.geinimi.c.m.a(35); byte[] arrayOfByte3 = this.h;

int 130 = 117 + 1;

public static final String b = com.geinimi.c.m.a(36); L ‘
int i31 = arrayOfByte3[i17];

private static String[] e;

private int c; 121 = 130;
) ) ' int i32 = il6;
private int d; i20 = i31;
private HashMap f = null; i22 = i32;
int 123 = 118 | (120 & OXFF) << 2;
static this.1i -= i21;
{ int i24 = 19 + 1;
array0fString[0] = a; int 125 = 124 + 1; , ‘
array0fString[1] = $£guzﬁfg§t325124] = arrayOfBytel[(@x3F & 123 >> 6)];
e = array0fString; arrayOfByte2[125] = arrayOfBytel[(i23 & @x3F)];
} if (Ithis.a)
break 1abell1187;
127 = 126 + 1;

6l;
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o NDIEZMARE{EH: Plankton. Anserver.b......

" .method protected varargs doInBackground([Ljava/lang/Void;)Ljava/lang/Class;
.locals 9
.parameter “params"

new-instance v2, Ldalvik/system/DexClasslLoader;

iget-object v5, p@, Lcom/plankton/device/android/service/ClasslLoaderTask;->dirName:Ljava/lang/5tring;

const/4 ve, Ox0

const-class v7, Lcom/plankton/device/android/service/AndroidMDKService;

invoke-virtual {v7}, Ljava/lang/Class;-=>getClasslLoader()Ljava/lang/ClassLoader;

move-result-object v7

invoke-direct {v2, v3, v5, v6, v7}, Ldalvik/system/DexClasslLoader;-><init=(Ljava/lang/String;Ljava/lang/String;
Ljava/lang/String;Ljava/lang/ClassLoader; )V

const-string v5, "com.plankton.device.android.AndroidMDKProvider™

invoke-virtual {v2, v5}, Ldalvik/system/DexClassLoader;->LloadClass(Ljava/lang/5tring;)Ljava/lang/Class;
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DexGuard delivers all the necessary integrated features:

Optimize and obfuscate. DexGuard extends the industry-standard features of

ProGuard with configuration and processing tuned for the Android platform. If </°CFiYitY> . . _ .
you're familiar with ProGuard, you may want to have a look at the feature <activity ="System” =".cCoI0I00o" ="singleTop® />
TG <service = cCOL1" />
P ; <receiver ="Sys ".0C11Co0" ="android.permission.BIND_DEVICE_ADMIN">
Encrypt strings. Thwart hacking through trivial searches, by specifying the strings <meta-data ="android.app.device_admin" ="@xml/ccclocc” />

<intent-filter>
<action android:name="com.strain.admin.DEVICE_ADMIN_ENABLED" />
</intent-filter>

that should become invisible in your code. DexGuard encrypts the strings for you,
so you don't have to burden your source code and your development process.

Encrypt entire classes. Hide important code like license checks or paid downloads, </receiver>
<servicek" MainService" />

by specifying entire classes that should be encrypted. DexGuard does this

: <receiver .I00 >

transparently and effectively. cintent-filter ="1000">

Encrypt assets. Hide important data as well. DexGuard can encrypt your asset files <action android:name="android.intent.action.BOOT_COMPLETED" />

transparently, so hackers won't just run away with them. <action android:name="android.intent.a ICKBOOT_POWERON" />
<action android:name="android.intent.action.USER_PRESENT" />

Hide access to sensitive APIs. Further harden your code, by letting DexGuard </intent-filter>

insert reflection to access sensitive APIs, like the standard Android APIs for </receiver>

signature validation or cryptographic operations. <recelver =", ICcIIlo">

<intent-filter ="1000">

Add tamper detection. Let your application react accordingly if a hacker has tried <action android:name="android.intent.action.TIME_SET" />

to modify it or is accessing it illegitimately. <action android:name="android.intent.action.TIMEZONE_CHANGED" />
<action android:name="android.intent.action.TIME_CHANGED" />

Thoroughly remove Android logging code. Develop with logging, debugging, and 43,17 60%

testing code, and just leave it to DexGuard to remove it from your released code.
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Name Value Start Size Color Comment
¥ struct header_item dex_header Oh 70h |Fg: Bg Dex file header |
» struct dex_magic magic dex 035 Oh 8h Fg: Bg|Magic value
uint checksum DB3FC20Ah 8h 4h Fg:  Bg Alder32 checksum of rest of file
Ad t . A _t_A I - b SHAL signature[20] 11D5F869B0SE... Ch 14h |Fg:  Bg/SHA-1 signature of rest of file

ventures Iin Ant-Analysis: uint file_size 15431 20h |4h  |Fg:  BgFile size in bytes
S||ght|y Newer School uint header_size 9852 24h  4h Fg:  Bg Header size in bytes

uint endian_tag 12345678h 28h  |4h Fg: Bg|Endianness tag

uint link_size 0 2Ch  |4h Fg: Bg|Size of link section

uint link_off 0 30h |4h Fg:  Bg File offset of link section

uint map_off 15283 34h  |4h Fg: Bg|File offset of map list

SUBROUTTIMHMNI

EXPORT Java_con_code_code_Mainfctivity_hiTim
Java_com_code_code_MainfActivity hiTim

var 168 = —-fx1608
var 154 = =154
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ADAM: An Automatic and Extensible Platform to Stress
Test Android Anti-Virus Systems

Min Zheng, Patrick P. C. Lee, and John C. S. Lui

Dept of Computer Science and Engineering, The Chinese University of Hong Kong
{mzheng, pclee, cslui}@cse.cuhk.edu.hk

£/ (2012.07)
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» IESHEBIETHR KILH

° E IAJ'LI D E X A A )’ E ImaxAndroi 1 [ 2013-06-01 14:41:13 (&) apkprotect (%#android{ti3iR#i. MERHTR) fAv0.3.5 2013.9.8F#
j I I I 13 H I IL_,\ - #% Hi: apkprotect (%#androidRESEH. MERFTA) KiAV0.3.5 2013.9.8 %5
% £ #: ImaxAndroi

ZR Ak BY 1§: 2013-06-01,14:41:13
B N 4§ #: http://bbs.pediy.com/showthread.php?t=172733

SEfEE: May 2013
o 1¢ u ,Z\ WF:28m APKProtect fijf1
J\ / 3 C ;U e 0 apkprotect £ AT MEBAPKHhdex X HIMBTR, MENATHEBAZNHEME. FRME. X ENGHAPIIS

Bé: 19 Kx
% 0 =
BB R 1 APKProtect v0.3.5.0 W E ESRES X )
HRRGHE: 1 :

L ot e =

Save file: C]

Status: 1de. http: //www.apkprotect.net

Protection options:
[¥] Auto Signapk 7] Anti decompiler
© General signature [7] CheckSum

Private signature Code obfuscation

V] Check updates on startup @ (VIDef R ety

QQ:2590420958 apkprotect@163.com
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* Bluebox: jEidnative{XhE,
KsDalvikfss FH N R o » o total

N/ Q N SHA256 1768408ddfb93aa77d000e980 S6ad327babb9e1 4241301 6a2d8 1 SlaThleasbe $
—
o — File name: 20486501 def635a5ca58bh82d3dd3539329a276d. apk
: ] ] 9: TIQEQ/\1&EQJ I ’ @0 @0
Detection ratio; 17 /46
E Analysis date: 2013-03-07 17:08:22 UTC ( 2 weeks, 4 days ago)
2Y4
HOUS RA, RS
Mous R1, RY ; len [ Analysis @ Filedetail @ Additional information WM Comments % Voles
HOUS R2, H3 s prot
ADDS R, HBx18 ; addr Antivirus Result Update
BLX mprotect Agnitum . 20130307
LDR R1, ={inject ptr Bx12%E) AnnLanva - 20130207
HOUS RB, R4 s dest Antivir - 20130307
HOUS R2, HoxDI s N Antiy-AVL - 20130307
AbD R1, PC 3 in i"': 1 |'I r Avast ELF:Loctor-U [PUP] 20130307
LDR R1, [R1] ; inject ; src e ) 0130307
BLA ME MLy BilDefender Android. Exploit RATC.A 20130307
POP {R2Y
ByteHero - 20130304
CAT-QuickHeal Exploit. Lotoor.B13 20130307
\ [ t i ClamAv E 20130307
] _— [ , l ! ! I LX 1[ Eﬁ 75& TE Commtouch . 20130307
Comodo UnclassifiedMalware 20130307
Driweb Android. DreamExploid. 1 20130307
|

— /_' 1,_[_ % Eﬁ H \\.:L—- Emsisoft Andiold Explolt RATC. A (B) 20130307
'E:?FJ\ A BFARAY ST /s

ZIK I+ A L
yIAG AV NN

\\

Eis
* &
B
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— class initializer method

— Jien-Tsai Chan.
Advanced obfuscation
techniques for Java
bytecode, Apr. 2004.
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mvim -v MainActivity.smali (Vim)

public Lcom/cunninglogic/cyanide/MainActivity;
Landroid/app/Activity;

# static fields

private static final & :[B

10 # direct methods

11
12
13
14

static <clinit>(QV
3

const/16 v@, @x2b7

new-array v@, v@, [B

fill-array-data v@, :array_a

sput-object v@, Lcom/cunninglogic/cyanide/MainActivity;-># :[B
return-void

rarray_a
1

Ox4ct
Oxet
ox2t
2x9t
-0x7t
ox10t
-@x36t
@x3et
Ox17t
-@x9t
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— Non-control-data problem on Android?
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